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The Protection of Personal Information Act (POPIA)
How to solve POPIA challenges facing Financial practices



Presenter

Lettie Janse van Vuuren CA(SA), RA, CBA(SA)

" |ettie joined SA Accounting Academy in November 2017 as Head of Technical. She
is a Chartered Accountant, Registered Auditor and Certified Business Accountant.

" She is a professional trainer and webinar host, and with her relaxed and humorous
presentation style, she is able to hold the attention of an audience. She has a
unique ability to communicate with delegates at their respective levels of
knowledge and experience. Over the last 20 years, she has trained thousands of
partners, managers, trainee accountants and other professionals.

" She is responsible for our MCLU (Monthly Compliance and Legislation Updates).

" She was the Professional Development Manager at SAICA for 4 years and in charge
of accrediting new training offices and monitoring existing ones (including the
moderation of training offices and trainee assessments).

" |ettie is passionate about improving the efficiency and standardisation at practices.
She has extensive experience on a variety of technical and practical topics which
she consults on, including: SAICA re-accreditation assistance and preparation, IRBA
inspection assistance and preparation, audit file reviews (post-issuance monitoring
and EQCR), Quality control implementation, other office-specific manuals, and
FASSET skills development facilitation.




About SAAA

Creating opportunities to connect our partners to succeed

SAAA offers CPD training for accountants, auditors, bookkeepers and
tax practitioners. We give you access to professional and technical
content that ensures both your knowledge and skills are maintained
SO you remain professionally competent.

The CPD policy Is compliant with IFAC IES7

All training offered by SAAA Is recognised for CPD hours by the
relevant professional bodies.



SAAA Rewards

CPD Subscribers gain access to various rewards

These can be accessed from your profile by logging in and
navigating to your "My Rewards” > "Find out more” to see the

reward partner benefits and claim It.

These rewards include discounts, reduced premiums and free
Stuft.



Reward Partners

N L I N E

Acts Online provides legislation, including amendments and regulations, in an intuitive, online format.

<*> DRAFTWORX

Financial Statements | Working Papers

Draftworx provides automated drafting and working paper financial software.

"

EdNVest

EdNVest offers an exciting and unique product that leverages Section 10(1)(q) of the Income Tax Act

InfoDocs

InfoDocs Company Secretarial Software.




Reward Partners (continued)

{5 PRACTICE Ignition

Practice Ignition simplifies onboarding - from engagement letter creation to securing client signatures.

>

quickbooks.

QuickBooks Cloud Accounting Platform: The one place to grow and manage your entire practice.

1 [@)4
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ACCOUNTANTS

Join the largest accounting and tax franchise in Southern Africa.



Webinar Housekeeping

The Source Documents & Bonus Documents will be uploaded to your SAAA
profile after the webinar — it's usually a good idea to check the next day.

The webinar recording and presentation will also be available at the end of
the webinar within your SAAA profile.

These can be accessed from your profile by logging in and navigating to your
"My Dashboard” > "View Events” and then clicking on "Links & Resources” next
to the webinar title.

The webinar Is availlable under the "Recording(s)” tab and the Source
Documents & Bonus Documents and Presentation under the “Files” tab.



Claiming CPD Hours

You can claim your CPD hours for this webinar at the end of the webinar
within your SAAA profile.

This can be accessed from your profile by logging in and navigating to
your "My Dashboard”™ > "View Events” and then clicking on “Links &
Resources” next to the webinar title.

The "Claim My CPD" option Is available under the "CPD" tab.
Once claimed you will be able to view and download your certificate.

Complete the Self-Assessment Questions to qualify for an additional
1 bonus hour of CPD



Disclaimer

Disclaimer

Whilst every effort has been made to ensure the accuracy of this
presentation and handouts, the presenters / authors, the organisers do
not accept any responsibility for any opinions expressed by the
presenters / author, contributors or correspondents, nor for the accuracy
of any information contained in the handouts.

Copyright

Copyright of this material rests with SA Accounting Academy (SAAA)
and the documentation or any part thereof, may not be reproduced
either electronically or in any other means whatsoever without the prior
written permission of SAAA.



Asking Questions

To ask guestions and interact during the webinar please use the
chat sidebar to the right of the video / presentation on the screen.

= NB = Please include the topic that your question Is about for
easy ldentification purposes

Feel free to ask your questions during the webinar In the chat,
these will be addressed live In the formal Q & A at the end of the

presentation.

Where appropriate, a Q & A Summary will be uploaded to your
profile as soon as all answers have been documented.



WHAT’S ON THE AGENDA?




Recap:

Module 1:
Module 2:
Module 3:

Module 4:

Contents

Where did we end with the previous webinar?

Cconsent
Data Classification
Best Practice recommendations

Some Solutions
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Where did we end last time?

Focus was on the Latest Guidance about Information Officers:
» Quick recap — what does POPIA say about 10s?
» Guidance Note issued by the Information Regulator on 10s & DIOs

v It clarified that the appointed 10 must be an employee of the organisation
* the obligations and liability of 10 and DIO;
* who can be registered as an |O;

* updating the details of 10s;

* designation of a DIO; and
» delegation of authority by an 10 to a DIO



@h@ Duties and responsibilities

Developing a :
compliance L=
framework. -
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Conducting impact Update PAIA Manual.
assessments. .
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Respond to o Ongoing staff training T_
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Reporting
Data Breaches.

Cooperating with the {;_ %
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Information Regulator.




Registration with InfoReg

A responsible party should register their officer online (encouraged) or by
completing and emailing the form to the regulator

* mallto:reqgistration.IR@justice.gov.za

o Online Registration https://www.justice.gov.za/inforeg/portal.html

o Online registration portal was supposed to be ready and active from 1 May
2021, but only went live on 17 May 2021

IR has a notice on their website: REGISTRATION OF INFORMATION OFFICERS PORTAL

“Please note we are experiencing a high volume of registrations on the portal which is
causing some delays and technical issues. Our technicians are working on it. We apologise
for the inconvenience caused.”

o MUST BE REGISTERED BY 30 JUNE 2021!!


mailto:registration.IR@justice.gov.za
https://www.justice.gov.za/inforeg/portal.html

Today we focus on the implications
of POPIA on the




INFORMATION 1S NOT ENOUGH



GUEST PRESENTATION

Enjoy today’s detailed presentation by

©

MONTANA

DATA COMPANY

Karabo Letlhaku

&
Stephane Geldenhuys



Guest Presenter

Karabo Letlhaku

Karabo’s interest in data protection was ignited in 2013 when the POPI
Act was first introduced.

As the lead in the Policies and Procedures management project at
Eskom Pension and Provident Fund at the time, Karabo was in charge
of ensuring that all policies and procedures of the Fund were updated
and compliant with the various regulatory requirements affecting
financial services and Pension funds.

She joins Montana Data Company as an Account Executive specialising
in assisting clients to find simplified yet effective ways of managing
data and complying with data related regulation.

She is currently a candidate in the Masters in ICT Policy & Regulation
programme with Wits and holds a Communication Science and a
Media Ethics degree from UNISA.

() Monrana



Guest Presenter

Stephane Geldenhuys

Stephane’ motto in life is simple, “BE the CHANGE you want to see in the world
- it starts with YOU as the individual.”

She is a highly accomplished and committed Management Professional that
has a vast knowledge in designing and deploying sales and marketing strategies
and programmes. She has a passion for customer centricity and believes that at
the heart of any successful business is a satisfied customer.

Steph has 21+ years ICT and Telecommunications experience with a strong
technical and solution selling understanding from Network/ Last Mile
Connectivity, Voice, Mobile, Data Centre Solutions, Call Recording and Data
Management. She joined the Montana Data Centre team as Sales Executive
and with her knowledge and experience from the ICT environment has the

main responsibility of customer engagement in the Data Management side of
business.

MONTANA

DATA COMPANY



MODULE 1
THE BLURRY LINE OF CONSENT?
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PRIVACY POLICY

We dont really know
what data aDout you
w have of what we're
doing with i1. When
we figure 28 thus out,
well et you know.

What if they say no?

Where do we start?

|Tucanw:v

Dear Valued Data Subject:

We have been keeping track of
your life. In order to comply with the
GDPR, we now must ask for your
consent to continue.

If a tree falls in the forest and
nobody witnesses it, philosophers
question whether there was even a
tree at all. In other words, if you
don't consent to our keeping track
of you, you might no longer
continue to exist.




Questions around Consent

1. What has changed?
o (We always acquired consent one way or another before POPIA

came into play)
2. What happens if a customer declines consent?
3. Can a service be withheld if consent is not given? o

4. Do we need consent from repeat customers?

5. Can consent be back dated to cover information we already have?



© MAZK ANDEZSON WWW.ANDERZTOONS.COM

HOW FREE AM | TO

CONSENT?
o - ]
H
OUR PRIVACY
POLICY HAS ﬂcaﬁe o
CHANGED OUR TERMS
OF USE
I /
“Before I write my name on the board, I'll need to know |
how you're planning to use that data.”
s [ wesHARe )
WESTORE N €| DATAWITH
o/ Yes COOKIES THIRD PARTIES
O No _
O Maybe
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What POPIA says about consent

* Consent has to be for a specific purpose, one that is explicitly
expressed/ explained to the data subject — NO UMBRELLA CONSENT!

e Consentis NOT transferrable

 Consent must indicate retention period for collected information —
they should know how long you will keep their information for

* Consent should be retractable and customers should know how they
can retract their consent

* Consent should be provable ( evidence based) %ONSENT



MODULE 2

DATA CLASSIFICATION




Data Classification

Data classification is broadly defined as the process of
organizing data by relevant categories so that it may be used
and protected more efficiently. On a basic level,

the classification process makes data easier to locate and
retrieve. Data classification is of particular importance when

it comes to risk management, compliance, and data security.
Data classification involves tagging data to make it easily
searchable and trackable. It also eliminates multiple
duplications of data, which can reduce storage and backup

costs while speeding up the search process.




AN EXAMPLE OF HOW YOU CAN CLASSIFY YOUR DATA / INFORMATION

PUBLIC INTERNAL ONLY CONFIDENTIAL RESTRICTED

. . Highly sensitive corporate
Data that may be freely Internal data not meant for Sensitive data that If data that if compromised

disclosed to the public public disclosure :nmprnl;;lse;d ::uul::.negatwely could put the organization
affect operations financial or legal risk

Marketing Materials Battlecards Contracts with Vendors P
Contact Information Sales Playbooks Emplovee Reviews Credit Card Information
Price Lists Organizational Charts RIoY Social Security Numbers

etc ete etc PH|

https://edge.siriuscom.com/security/7-steps-to-effective-data-classification



Remember these Conditions of
POPIA?

In order to comply effectively to these
conditions, one would need to know what
information they have, which of it is
considered sensitive / special as defined by
the ACT, where it is kept, who has access to
it, how long it is retained for and how it is
safe guarded.

5. Information quality
6. Openness
/. Security safeguards

8. Data subject participation

Data Classification is the best method of
answering all the above.

The POPI Act’s

Eight Conditions for N@
- \&
Lawful Processing :



Condition 5: Information Quality

* Aresponsible party must take reasonably practicable steps to ensure
that the personal information is complete, accurate, not misleading
and updated where necessary.

* |n taking the steps referred to in subsection above, the responsible

party must have regard to the purpose for which personal
information is collected or further processed.

“reasonably practicable” may be defined as having sound judgement or being sensible and
being able to complete task successfully


https://www.michalsons.com/blog/reasonably-practicable-to-comply-with-popi/13296

Condition 6: Openness

This condition speaks of how we as the Information Officer ( Responsible party);

1. manage and document our processing procedures and / policies;
2. Engage with the data subject with regards to how we collect, use and retain their data.

Documentation

A responsible party must maintain the documentation of all processing operations under its
responsibllity as referred to in section 14 or 51 of the Promotion of Access to Information Act.

Notification of data subject
A responsible party should inform the data subject of what information was collected, where It

was collected from if not from the data subject and what it will be used for. The burden of proof of
consent remains that of the responsible party.

See further reading attached as a Source Document on Section 11(consent)

Refer to Sections 14 and 18 recelved at previous webinars In this series — If you need It, please
send an e-maill to request Is



Condition 7: Security safeguards

1. Security measures to be put in place to ensure integrity & confidentiality of

information

* Putin place both technical & organisational safeguards and processes to prevent loss /
damage / unlawful access and processing

* |dentify and mitigate foreseeable internal & external security risks

2. Security measures for information processed by “Operators” / 3™ parties
 Allinformation processed MUST only be done with knowledge and approval from
responsible party.
A contract MUST be in place that attends to data security measures and consequences of
breach

3. Notification of any security compromises

Refer to Sections 19 and 22 recelved at previous webinars In this series — If you need It,
please send an e-mall to request Is



Condition 8: Data subject participation

 Data subject may contact the responsible party to access details of
their information being processed by responsible party including the
3"d parties that have access to it.

* Responsible party my decline to provide this information should it fall
under the conditions of exemptions - see Chapter 4 of the Act

Refer to Section 38 recelved at previous webinars In this series — If you need It, please
send an e-maill to request IS



MODULE 3

FINANCIAL PRACTICES:
BEST PRACTICE RECOMMENDATIONS




What are the issues?

o If you don’t have the capacity within your organization, OUTSOURCE
= e.g. Data security, storage and recovery
= especlally your Cloud storage — which Steph will talk about
o What about other regulations that affect your industry?
= e.g. retention periods
= Think about Companies Act, SARS, ECT Act, etc.
o What about new legislation?
= e.g. Cybercrimes Act

= There may be additional responsiblilities on your organization as a result of
new acts and regulations...



Some pointers...

* Secure both digital and physical information

* |ntroduce regular training & awareness about the risks
* |Introduce policy & easy to follow procedure

* Get consent processes in place

* |Introduce random “privacy health checks”

* Create a culture of privacy — “Privacy by design”

* Get Insurance cover

NB: Your solutions should be simple & fit into your existing processes



Some safeguard recommendations

Establish strong passwords
Strong Firewall

Antivirus protection

Secure Systems (like encryption)
Disaster Recovery

Secure Mobile Phones too
Backup regularly

Monitor & Evaluate (reporting)
Surf Safely

Do not leave your hardware unattended / unlocked

AN NN N Y U N N NN



MODULE 4

SOME SOLUTIONS
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' Are you sure you
know how to
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to the cloud?
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Interesting to know ...

How data is transferred over the Internet?

The Internet works by chopping data into chunks called packets.
Each packet then moves through the network in a series of hops.
Each packet hops to a local Internet service provider (ISP), a
company that offers access to the network — usually for a fee

How is the world Internet connected?

Whenever anyone connects to the internet, usually via T=CHAYLCGA

an internet service provider, they become part of the overall _— o
. . Top Security Tips to keep yourself safe while online
network. Separate networks across the globe communicate with

each other using a common language, known as TCP/IP, to route
data from point to point

Ransomware attacks increased by 105% in the first quarter of 2019, D D D
according to Beazley’s tally of insurance claims and data analytics.

Other alarming reports show that new variants of Ransomware 4
keep appearing almost every month. In addition, two years after x7

the WannaCry Ransomware attacks, 1.7 million computers still

remain at risk in 2019 according to TechCrunch. Fortunately, there FILE
are cybersecurity solutions that can protect your data during file TRANSFER

transfer and file storage.




What does Google reveal about
Data Security?

you p ?
How do you protect data . T FoReor sl Yo NP THE

. . fIEETING. OUR DATA SECURITY TEAM
Securing Your Devices and Networks ADDED SOME NEW PROTECTION WHEN

ACCESSING PATIENT DATA FILES.

*Encrypt your data. ...

*Backup your data. ...

*The cloud provides a viable backup option. ...

* Anti-malware protection is a must. ...

* Make your old computers' hard drives unreadable. ...

* |nstall operating system updates. ...

© Jon Carter e cartertoons

* Automate your software updates. ...

* Secure your wireless network at your home or business.



What does Google reveal about
Data Security? (continued)

What are the types of data security?

Types of Data Security Measures

- Data Backup. ...

. Firewalls. ...

- Data Encryption. ...

. Use Strong Passwords. ...

. Use Antivirus Software. ...

“So who 1s this First pet?”

. Secure Your Computer. ...
. Up to Date Operating System and Security patch. ...
. Digital Signature.




What does Google reveal about

Data Security? (continued)
What are the 2 types of data encryption?

There are two types of encryption in widespread use today: symmetric and asymmetric encryption.

Which cryptography method is more secure?

Advanced Encryption Standard (AES) - The Advanced Encryption Standard, AES, is a

symmetric encryption algorithm and one of the most secure. The United States Government use it to
protect classified information, and many software and hardware products use it as well.

What is the most secure type of data?

One of the most secure encryption types, Advanced Encryption Standard (AES) is used by governments
and security organizations as well as everyday businesses for classified communications. AES uses
“symmetric” key encryption. Someone on the receiving end of the data will need a key to decode it

Why AES algorithm is used?

AES is the Advanced Encryption Standard, a standard for cryptography that is used to encrypt data to
keep it private. ... AES is a symmetric, block cipher which means that blocks of text of a certain size

(128 bits) are encrypted, as opposed to a stream cipher where each character is encrypted one at a
time.



Data Security? (continued)

What is the difference between 128 and 256-bit encryption?

The level of encryption reflects the number of possible key

combinations. ... A 128-bit level of encryption has 2128 possible key
combinations

(340,282,366,920,938,463,463,374,607,431,768,211,456 — 39 digits
long) and 256-bit AES encryption has 2256 possible key combinations
(a number 78 digits long).

Has AES been cracked?

What does Google reveal about
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The bottom line is that if AES could be compromised, the world would come to a standstill. The difference
between cracking the AES-128 algorithm and AES-256 algorithm is considered minimal. ... In the end, AES
has never been cracked yet and is safe against any brute force attacks contrary to belief and arguments

Is AES 128 faster than 256

There is a technical sense in which AES 256 is enormously stronger than AES 128, but in every sense that

actually matters for security there is no difference.
How long does it take to break AES 128?

* Even with a supercomputer, it would take 1 billion billion years to crack the 128-bit AES key using brute
force attack. This is more than the age of the universe (13.75 billion years).



Some Considerations to ensure
Data Security

1. Store your Information in a local and secure environment

Back up in an environment you can quickly & efficiently restore

Be able to provide evidence of the stored data ( reporting)

Be able to delete / de-identify your data

Be able to transfer information among staff / departments securely

Be able to run a compliance audit

N o o & W D

Provide POPIA training for staff




Most important aspects to look for in

backup and recovery software?

When evaluating backup and recovery software, what is the most important aspects to look for?

The abilities to have flexibilities to fulfill requirements

* Recovery Time Objectives (RTO, how to fulfill different requirements that the business has to restore data that
meet the requirements of "how long time can the business live without the data")

e Recovery Point Objectives (RPO, how to fulfill different requirements that the business has about how much
data to lose in case of different incidents)

e Backup Time Objectives (BTO, how efficient the solutions are to protect the data)

e Resource utilization (How cost-efficient the solutions are with the resources utilization), data reduction
inline/post, progressive incremental forever with/without rebuilding base data
Maintenance tasks on the solutions (data retention managements), protecting the solution, upgrading
off/online, ..

e Support from vendor

* Price of the solution

* Limitation of licenses, gentlemen's agreement, or hard limits

* The ability to use different retention policies, exclude content, use different storages, extra copies etc...
e Security of the solution

Why backing up data again if the data has not been changed?

Restoring only what is needed - Why restore all data if you can restore only the data needed

Improve the RPO by integrating the backup process with critical applications




High Level Montana Landscape

Private Cloud

Montana
Primary
}Failover/ DR
Montana
Secondary

/ ¢ On-Premise \

Public Cloud

gl \icrosoft
Wl Azure

() Monrana

\
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On-Premise
Private Cloud




Montana Cloud Services

Backup as a Service
Montana’s BaaS is an easy-to-use,
highly secure POPIA compliant
backup solution hosted in a local
secure Tier IV Data Centre. The

solution can also be incorporated in

a Public Cloud (AWS, Azure)

Disaster Recovery as a Service
Require fast and reliable data
protection without the cost or

complexity?. We can help protect
an application or data from a
natural or human disaster or

service disruption at one location
by enabling a full recovery in the
cloud

High Speed File Transfer
Using our unique high speed file
transfer protocol, Montana
replicates data up to 900 times
faster than any other solution.
Montana have the proven
capability to replicate 3TB of data
per day over a 100 Mbps internet
access

Long Term Archive
Have data you no longer need but
are required to keep for
governance? The Montana long
term archiving platform enables
you to cleanse, monitor, transform
and deliver data. The scalable
solution provides massively
parallel processing capabilities to
help you manage small to very
large data volumes



High Speed Data Transfer in Backup Cloud

S e
. s

h 2 ol

Wawig

Distance
* What you think your bandwidth looks like,
* Logically, the best way to fix this is to add =~ Montana is able to give you access to
another Lane the “Empty Lanes”, exclusively.

No need for another lane, it already
e What Your Bandwidth ACTUALLY looks like... ©Xists, it's just closed to most people...



Current Backup Challenges (continued)

Tape Backup’s
Switching of tapes
Migration challenges
No 24/7/365 accessibility, time to
request

Montana Solution

* Single solution for all environments.

e Automated backup via simple Backup
Agent — does NOT require separate
hardware or software for each individual
deployment
Automatically take care of the backup
process - backups are Policy and
schedule driven

SAP R
TSM for ... Web- . .
Sphers Domino EMC  sease o .. Sun Micro- Mumag
o UNIX EB'ETEI'I.'IE HFE-U
Additional Products: NDMF Solaris

In IBM TSM Extended Edition: Window

Hewlett-Fackard
HP-UX IEM

I T - :lpenw.-'lﬁ . mEEman i
a3y Fujitsu*** Tandem TP P— O5/330 UNIX ys.
Client platforms ' | services
" AlX Microsaoft

5GI v Windows 2000, XP

* Windows 2003

Apple
Macintosh

DEZ*

Inform i:"[

Microsoft
Exchangs
Sarver

A single solution for managing storage and
protecting data across the network

Microsoft
5L Server

Oracle

TSM Server, NOMP support, Disaster
Recovery Manager, Large Tape library
Support, SAN Tape Library sharing,
Data De-Duplication, Electronic
Vaulting, M5 Sharepoint, Bare

Machine Restore and more

TSM Server platforms

i,
LDIEI{

Storage
Hierarchy



Current Backup Challenges (continued)

File Synchronization / One Drive / Drop Box / Google Drive

Not a backup but a Duplicate Copy of the data
RansonWare attacks primary source it replicates to
synchronised server

No point in time recovery

No secure Chinese wall between time-stamped copies

Montana Solution

POPIA compliant BACKUP not a duplication / file

synchronization

Minimum 2-Version Control —

* allows data to be restored PRIOR to RansomWare /
Data Breach incident

* Allows for point-in-time recovery as per backup policy

e Data is still secure as the Ransomer will require the
ENCRYPTION KEY to decrypt the data. Encryption Key
IS unique to each customer and held by Administrator

No flexible costing and pricing models
No Tiered costing incentives
No Pay-as-you-use models
Complex Capex modes e.g. quantity, end point,
data upload, etc.

Montana Solution
Pay-as-you-Use costing model
Allocate data costs to department/business
unit/node
Primarily Opex model, sliding scale invoicing as
data pool grows.




Current Backup Challenges (continued)

Insufficient Technical Skill & Reporting

Time delay in presenting backup reports

No history recordings on amount of data backed up by

device

Storage type
Backup data
Archive data

Total storage

Transferred (GB)

Status

OK

OK (warnings)
Error

Ignored error

Total consumption unit count

Backend server summary

Servers from reporting time zones:

Size (GB)
206,69
4940,08

514877

134

Consumption unit count

0

2
1

0
3

No Bl on data growth or problem environments

1. NRSSTTSM101 (SP: MDCTSM1) in time zone (GMT+02:00) Harare, Pretoria

Consumption units

Current business unit (BCX SAP Services PCOE (Partner Center of Excellence))

Client version  Server Status Errors Size(GB)  Transferred (GB)

SAPGW1_File SAPGW1_FILE 6320 NRSSTTSM10T  [oLS(EIS) 14,06 027

SAPsolman_File SAPSOLMAN_FILE 7162 NRSSTTSM10T =i 1. Newest event failed (8) 158,77 0,00

Montana Solution SAPsonan Mt SAPSOLVIAN_MAXDB VIS TIIN OF (varings) 107

Automated daily report on backup success
Portal provide accurate data on data growth
Partner Technical team provide Level 1 support, Montana
provide Level 2 & up support

Full training on how to recover data
IT staff allocate new endpoint & backup policy and schedule
via Portal. New node is created and ready for backup

Transferred data (69,38 GB)

Il
500,00

450,00
400,00
350,00
300,00

250,00 -

GB

200,00

150,00 -

100,00 -

50,00 -

0,00

Consumption units (168)

o

Consumption units

200

180

160

140

120

100

80

60

40

20




Backup Cloud Business Model Customer

Data Growth

Reporting and costing allocation from individual device,
consolidated to department, region, location and company

[ Total 9.151,49

Transferred data (GB) 69,38  Total consumption unit count 168
Storage (9.151,49 GB)
20.000,00
15.000,00
3 10.000,00 -
9.151,49
5.000,00 -
0,00 : -
o o & 2 & 3 & & 2018-08-29
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Transferred data (69,38 GB)
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(PORTAL OWNER)

MONTANA

DATA COMPANY

7

PARTNER X

o

0%
N
A

_

PARTNER X
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Back-up success
report

Storage type Size (GB)
Backup data 208,69
Archive data 4940,08
Total storage 514877
Transferred (GB) 134
Status Consumption unit count
0K 0
OK (wamings) 2
Ermor 1
lonored error 0
Total consumption unit count 3

Backend server summary

Servers from reporting time zones:

1. NRSSTTSM101 (SP: MDCTSM?) in time zone (GMT-+02:00) Harare, Pretoria
Consumption units

Current business unit (BCX SAP Services PCoE (Partner Center of Excellence))

Client version  Server Status Errors Size (GB)
SAPGW1_File SAPGW1_FILE 6320 (AT RETVIT I OK (Wamings) 1406
SAPsalman_File SAPSOLMAN_FILE 7162 NRSSTTSMI01  |gpl 1. Newest event failed (8) 158,77
SAPsalman_Maxdb SAPSOLMAN_MAXDB 7162 NRSSTTSM101 OK (warnings) 497594

021
0,00

107

Status report: Wednesday, 2018-08-29

MHarme

Fixed price

GB Inciuded

Frice per extra B

Archive price per GB

Price per exira node

MO of nodes - Wk, st

Price per exira node

NO of nodes DBMail

|
|
|
|
|
MO of nodes - File server |
|
|
|
|
Price per exira node |

Diescription for pariner

Size (GB)

Backup data
Archive data 4.940,08
Total storage 9.151,49

Transferred data (GB)

Storage (9.151,49 GB)

The portals Billing Engine defines how

you invoice your various divisions or
departments for correct cost
allocations.

Billing info can be exported via CSV or

APl into Financial systems




Montana Value Proposition

Mature and Reputable Enterprise Backup Solution — used by
many large Enterprise businesses, i.e. SARS, SARB, major SA
Banks, approx. 80% of Fortune 500 companies
Version Control and multiple copies allowing point in time
restores and protection against RansomWare and Viruses
Backup and Restore Hundreds of Times Faster than other
solutions
Unified view of backup environment, results and costs
Utility billing — only pay for what is backed up
Enterprise class infrastructure

* Tier 4 Data Centres with 99,995% uptime

» 24/7/365 access to backed up data
Personal Support
Access to high performance DR if required




BCX Tier IV High Availability Data Centre

NDC1 High Availability Data Centre

(Johannesburg Region) (Pretoria Region)



T[HAN K
NOU!

TO OUR GUEST PRESENTERS!



porl NJ° In closing...

v'  Remember, you and other businesses in SA must be able to prove
compliance as from 1 July 2021

v’ Days left to become POPIA compliant = 28 days (and a couple of hours)
v'  Don’t forget about your PAIA compliance...

v'  POPIA is definitely going to be an ongoing thing, so make sure that your
processes are sustainable and practical!

Jd We will also keep you updated with new developments and
announcements from the Information Regulator



Source & Bonus Documents

The following SOURCE Documents are available to you:

1 Section 11 of POPIA — Consent, justification and objection

The following BONUS Documents are available to you:

Basics of POPIA

CDH_POPIA compliance checklist

Detailed POPIA Compliance Checklist. MASTER

Policy formulation example

Section 51 Generic Version.doc 2015 SOURCE DOCUMENTS

XS_POPIA_Checklist B O s “’""E"éq | *5

K\\ // i \ \\X.'/xc‘/r“

U O 0 0 O

Iii



Contact our POPIA Experts

Suite 51

377 Rivonia Boulevard
Rivonia

2128

MONTANA

DATA COMPANY fmfc)tl:)t:r/\/é\:c\:\i/(x..montanadc.com
Karabo Letlhaku Stephane Geldenhuys
Data Governance Account Executive Sales Executive
+27 84 550 9798 +27 76 411 5089

karabol@montanadc.com Stephaneg@montanadc.com



mailto:karabol@montanadc.com
mailto:Stephaneg@montanadc.com
http://www.montanadc.com/

What’s Next in our POPIA
Compliance Series?

Dates for the remainder of the 2021 instalments of the POPIA Compliance Series:

Jd 24 June 2021: POPIA Readiness check

Refer to SAAA website to book In advance
or to access the rest of the webinar series

that has already been completed

We will communicate any news or new information that you should be
aware of to you...watch your inbox!



Completed webinars In this
series...

POPIA Iin a Nutshell (7 July 2020)
Completing your Compliance Checklist - Steps 1 & 2 (6 August 2020)

Completing your Compliance Checklist - Steps 3 to 11 (3 September 2020)
Data Protection & Recovery (5 November 2020)

Specific industry considerations (10 December 2020)

Recap Session (25 January 2021)

8 Conditions of POPIA (Part 1) (4 February 2021)

8 Conditions of POPIA (Part 2) (25 February 2021)

Focus on safeguards & latest industry updates (14 April 2021)

© o N o O bk~ =

10. Latest guidance for Information Officers (6 May 2021)
You can access these as Webinars-On-Demand — Refer to the SAAA website



Knowledge = Power!

d Technical Alerts published daily
» Follow SA Accounting Academy on LinkedIN

J Technical Summary Videos
» Short summaries that you access when you want to

J Webinars-on-Demand

» Wide variety of topics — not always a “live” event...

» All our webinars are available as individual recordings — which you can listen
to at your leisure

> Please refer to the SAAA website
J MCLU subscription

» Stay up-to-date on all the latest developments in our field by attending the
Monthly Compliance & Legislation Update

» Please refer to the SAAA website for subscription options



QUESTIONS




Formal Q&A Session

We will now take a quick comfort break before we discuss
some questions received during the webinar.

» Please use the chat sidebar to the right of the video /
presentation on the screen to ask your guestions.

Remember: A Q&A summary will also be uploaded to your profile, where applicable

If you would like to e-mail a question please use:

technicalguestions@accountingacademy.co.za
E-mail general comments to info@accountingacademy.co.za


mailto:technicalquestions@accountingacademy.co.za
mailto:info@accountingacademy.co.za

for your participation!



